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Mk, i, B “MISREEE JFRIR, XREEERINEEI>E, FHiet2 A
WRTTHIEE, BEFRTES), R "MK EEE" EHS5eHT d M0 IRR s
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1. Feavijii ot B HAE W 4% el vh i ml O A 1

“RAETE” — 1AM AN BIEHRE S — T O R BN, "EEZ N ERHRE T
JizisH, ks, B B, TR, SRS e 2SR, BREIERR
B, A —IEAE MRS Y, AN ML R BN B
T “RE” (reprisal) , 41978 fEE (MRS VIE) (h#ZE (Air Services Agreement
case) SHUPERER A T “RIEM” —id; EPRERE (IC)) NZTE19804EfE 2 2 A\ iR
2 (Tehran Hostages case) SHIE /X FHIX—AKiE,

EFrEZAS (ILC) T 1949 FK “ERTUEIR” FINWIRE ™, "HF 2001 £ KA
TERERE (EZRXERAEITHNTUESAER)  (ARSIWA)  SEGEH KEXTHE
HY SR EPRIZRIE RS, EPREZR RSP 7 RER RIS AN DA 2 e R
W, BIERRTEZATNERME. RE (EZRERNETNSHERRESR) HARM
[eAE TR MBS X, EERMES HETCEAERT ZI0R, DO EREP R RS2
— N RO 55— E B ANEAT TR I BRI R 2546, IXEERRREAE I H RO M@ R NE
Y, MEFERESMA (TN AEERI R E E R AEI T RIEIN) s PAETE.

A T 24, RIEBHEMAREREEZRZE R (EZAERET AT
FAERE) TIEPREFHINAZ — i, RIGMEHAINNE, BIFE— bR
Z A ECRYES 25 [ S AR T (R EPRA S 2w T I E PRt =, e S E R
7 —RbeE 2y PGR IR E EFR P B B BB, 59— )5, g A —e Kk, Rl
AIREBGRE AN, J7 N HOT A S U TR O, EREER RSB IREE ST TR
RS BT - 797 fEME (James Crawford) Bf5H, “fftiiti, TCHZERIKSAHM, £
EFRIEF IR AEIRARGAX, B0 IR AR RO H S E R R PR Baa R s’
DI BRI, 7 o

RGN, A7 MBI K — SO R 5 S AR R IE EFRIEHES MR
HRIFEZIEM, PN RAE R — I BN SR E PRSI, n] M ME i T k2%

1 A. Stevenson (ed), “Countermeasure”, Oxford Dictionary of English (3rd edn.), Oxford University Press 2015.

2  F.Delerue (2020) Cyber Operations and International Law, Cambridge, Cambridge University Press, p. 434.

3 On countermeasures, see, generally: C. Leben, “Les contre-mesures inter-étatiques et les réactions a I'illicite dans la société inter-
nationale” [1982] Annuaire francais de droit international 9; O.Y. Elagab, The Legality of Non-Forcible Counter-Measures in International
Law (Oxford University Press 1988); E. Zoller, Peacetime Unilateral Remedies: An Analysis of Countermeasures (Transnational 1984); L.A.
Sicilianos, Les réactions décentralisées a Uillicité: des contre-mesures a la légitime défense (LGD] 1990); C. Focarelli, Le contromisure nel diritto
internazionale (Giuffré 1994); Y. Matsui, “Countermeasures in the International Legal Order” [1994] The Japanese annual of international
law 1; D. Alland, Justice privée et ordre juridique international: étude théorique des contre-mesures en droit international public (A Pedone
1994); M. Noortmann, Countermeasures in International Law: Five Salient Cases (Gadjah Mada University Press 2005); M.E. O’Connell, The
Power and Purpose of International Law: Insights from the Theory and Practice of Enforcement (Oxford University Press 2008); J. Crawford,
A. Pellet and S. Olleson (eds), The Law of International Responsibility (Oxford University Press 2010) 1127-1214; J. Crawford, State Re-
sponsibility: The General Part (Cambridge University Press 2013) 684-712.

4 M. Noortmann, Enforcing International Law: From Self-Help to Self-Contained Regimes (Ashgate 2005) 35; O’Connell (n 3) 233.

5  Air Service Agreement of 27 March 1946 between the United States of America and France (1978) 18 RIAA 417.

6 United States Diplomatic and Consular Staff in Tehran (United States of America v Iran) (Judgment) [1980] IC] Reports 3, 27-28 para 53.
7  ILC (International Law Commission) (1949) “Survey of International Law and Selection of Topics for Codification”, Yearbook of the
International Law Commission, 1, pp. 279, 281; Crawford, 2013, pp. 35-44.

8  ILC (International Law Commission) (2001) “Articles on Responsibility of States for Internationally Wrongful Acts”, adopted at the
fifty-third session, annexed to UN General Assembly Resolution 56/83, 12 December, A/56/49(Vol I)/Corr4.

9 Crawford, 2013, p. 675.

10  Ibid., p. 684.
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A, R, —ERES BT BAE ML 22 A M E AN AT R IEITE), W SE
[ 7 ) SR B BB A 28 REHIATSN), BRI BOATE R e 23 TR Y S ATl AT, FRIER
LRI, [ARHERMEE M 2822 A AE S T R REVE, RIS 2 B Se 1A _E AN
B ERRREDR, DR EAS 22 H1EH,

e THEH, EXEHATMS SRR S C B3 R vFS ERBUS A, T 55
AARFETR,

BRTTEHINA, TER—RM, BRAES A BARRUE, ST FRT = 2R HE 1]
AL AP AT T, "HA BRI SR E PR R RS R A STE RLUE .
FEME A b, EIREZRRRE (EZNERANE TN THESRESR) S
TEHEUEAE AR S ATIRR P 220, AR T ] DABRIAIE FH T 48 2 IR TR BN, &A1)
B 1k S A FH AR A T B R R,

SRVl Sl | 1 e ey 18 14 0 B W 8 1 S )22 A e P N NPT N
W RV m] i FRRNBRE A 2 R T ER RO 2% SO RO, 2001 iRy CEIZON ERRA
EITHRISHESRER) ERERMER A 25T, RPN ARES B P HPR AT R
BAS, FIr7 L5000, MG EA AR S RN RIE ], e
TET W PRIX — I EAEZR A 1 5 — SR REAE SE ot EAS B O~y FFRECEMI 2823 [ &2 4%
SEERGEY NERIEM, tUH NSRRI RS RA R RV, M52, 77
LHRMEEE, BRAVF R RN BREIE A S8 R PRSI A ORI, SATE
I 5 R EUSCE ) B AR 55 1 1 AR P 2% 2 TR R FH P 7 B BR il 2 R AR [RIE e B TR T
HA—HHPTHES, W8S RE S A rIE A lF, AT, X T1E R 2823 A rh A5 2
M LOEM, SEBEBFEESRE, Bt NEENE PR S. REGRE, DIAR
AR R R AR, XEE, HATRMEZ S C B ah RVFE E7E M 282 ] R
[RAERZE IR E SR, T BRI, MR LB, A5 EASR AT DO PR 2% 2 ]
T2 FH A I ) S SRR L PN 2% 2% TR P T A 0 VPR BB B IR S5

MSEBERRIAER,  H R ERRIE A R R0 2 S B A0 (D& F T I 4 S RIS 27 7
B BR T AORE R, X7 Il TGS 3 S ANET R AE MR I AT 1, 2 HHAL
Mma, XATRIEERZ WA T N RIERFEEA], &R EZRCCEA RIE, 20T
T W28 23 [RI R A IR S P B R 220, R IR IR T O PRI B4 B3 7 A RO,
DRI AAT TR A TS A TTIA AT W28 2 ] S AR R R AT 1 1N, (e BRI [ PRk an alid& A Y

11 D. Akande et al. (2022) “Drawing the Cyber Baseline: The Applicability of Existing International Law to the Governance of Infor-
mation and Communication Technologies”, International Law Studies, 99, pp. 4-36.

12 HEERET “WHEELT NRIRHTUI, EHE RS AT MEA R TEAN, @R RAREREN, BEAYET
BRI EL — E AT BB AEN SRR, NMSLIMSERTFTEAMELNIIEEN, Ay G 5EAF5E4MER ML
BRI, W, REGQERSEERASIEZERS (BTPELREE) hE W “FrEiTE4” |, DR (TS AERETRS
ZBI)  (eIDAS) HENH “BRETFES” ABRINGEFIAR, 7

13 CCDCOE (NATO Cooperative Cyber Defence Centre of Excellence) “Countermeasures”, Cyber Law Toolkit, https://cyberlaw.ccdcoe.
org/wiki/Countermeasures.
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MR R T UBRENER S, (e, IR iEs, Heire, EEETHHT DU AR
ﬁé@fﬂ%ﬁhﬁ@@hﬁ%?ﬁ% AT, EﬁM?ﬁ&%FTH%WEWE%%H
PP, BEPREEIREER RS YA R AT REE 1 7 S E PR ARTERE,

BPRX—HR, POEREEPELE, eSS ERESIERS EHEZRNE TSR H
SFHYA,  DARFBASUE A5 W26 23 [RDE FH BB R S IR A, e U2 BRI S . 2 Je il —
TERRBIEIEA:,  qrss AT R o E bR i B R W EE AN E R BRI RIARISE,  20810K
BRI A S ABLR) — AR &2 F R [ SO e S EIE T 2 22 IV B 247 5 S

[ 2001 48, FREBUFENE (EZNERNETIRNTHERSESR) i, A RIS
AN T RAEHETEEPRIE AT BAA RR RO A, [ERRENFSH RS R
P AYIE SRR, DAEARIN R AE IR S IRVERIR 1 H 2 RIS o 219K, 2017
F, HE TR AE AT REFE LS S RE R, 3% A 2% 2 1R) 22 A S5 m] RE AR 52 1)
MARIGIHHEIE, SEEURAAE 2017 FRREERE R Z2BUFERA (UNGGE) i HgiA
W R 28 SASERIAI R N A . 2 RUE G, BT ERSATE & AR, EEEAR
TILEHERANEIRE, (P ANRIERIERINEGIRGE) H R HI—L RS PR

R AL AERRE TR SAE o B AR MR At SRR, 2, FEAKA]RE
SEASONAE 28 23 TG S At 35Kk b, AR AN FRS £ 23 TRIIE FH S A i o i
FS, TR RAFHEA D RITTER; [RII, RS A E S0 B _E AR 0 46 22 [ S A i,
Rl B BRAIMEZ RO TE, [N ATRE A2 (9IS B R 5 K e PR E 15

S, FERTT LR BN, 1 FRA KRG HEIE T P28 2 B B SRR e Z A
FIRANIR B EEEE S

14  Iran (2020) “General Staff of Iranian Armed Forces Warns of Tough Reaction to Any Cyber Threat”, NOURNEWS Analytics & News
Agency, https://nournews.ir/En/News/53144/General-Staff-of-Iranian-Armed-Forces-Warns-of-Tough-Reaction-to-Any-Cyber-Threat.

15  UNGA (UN General Assembly) (2021) “Official Compendium of Voluntary National Contributions on the Subject of How International
Law Applies to the Use of Information and Communications Technologies by States Submitted by Participating Governmental Experts in
the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context of International Security
Established Pursuant to General Assembly Resolution 73/266”, UN Doc A/76/136, pp. 51-52.

16  Ibid., pp. 52-54.

17 Pakistan (2023) “Pakistan’s Position on the Apphcatlon of Internatlonal Law in Cyberspace”, https://docs-library.unoda.org,
ded_Working_G f ti dC ti 2021 ODA.pdf.

18 United Nations General Assembly (n15) 21
19 China (2021) “China’ s Posmons on Intematlonal Rules makmg in Cyberspace”, https://documents.unoda.org/wp-content/up-
-Cyb ENG

- - - .pdf; China (2017) “International Strategy
of Cooperation on Cyberspace thua 1 March http: [waw xmhuanet com//english/china/2017-03/01/c_136094371.htm.

20 A.E. Levite et al. (2022) “Managing U.S.-China Tensions Over Publlc Cyber Attrlbutlon Carnegle Endowment for Internatlonal
Peace, 28 March, https://carnegieendowment.org/research/2022/03, -china-t bli b
nese-perspective-on-public-cyber-attribution.

21 State Responsibility: Comments and observations received from Government, A/CN.4/515, 2001, p.82.

22 Permanent Mission of the People’s Republic of China to the UN (2017) “Statement by Counsellor Sun Lei of the Chinese Delegation
at the Thematlc Dlscussmn on Information and Cyber Security at the First Committee of the 72nd Session of the UNGA”, 23 October,
: . hi dun/di t_ 1

23 B, “EEL, O RESEPEBINRET, RS REAM AR DO **tﬁ%[ﬂﬁﬁ?[EPIiRWE’JmeﬂI’I‘)\‘ﬁELﬁﬁ%
225, EESEEL)T NS, FIRES T EFEWTORNISHAOA 802 10 51 5 AL B R R ERR SR, Bitt, AT PR
BUXEHETEAR B SR MR, AR SCARIRS 2 0 50,  CRBfilER T BA G —MERME D) |, ChEREY) |, 2022
3, BER, (<RONERIEE>WERERR) , (BRI , 20214E544H,
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https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNODA.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNODA.pdf
https://documents.unoda.org/wp-content/uploads/2021/12/Chinese-Position-Paper-on-International-Rules-making-in-Cyberspace-ENG.pdf
https://documents.unoda.org/wp-content/uploads/2021/12/Chinese-Position-Paper-on-International-Rules-making-in-Cyberspace-ENG.pdf
http://www.xinhuanet.com/english/china/2017-03/01/c_136094371.htm
http://un.china-mission.gov.cn/eng/chinaandun/disarmament_armscontrol/unga/201710/t20171030_8412335.htm
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2. N PNES TG SRR fi ) S 1

— R R R TR AP A AL B S e A SRR A AU — I 1 AT DCRBUS S HER 1R,
(7 IRt HAE RS FA A IS AR e AT ST BRI AT o X S AR HIE A T 48 T
&fl,

2.1 FESREFRAIET N

HIRE R —200 0, REHBTECERRANE TG, ERA G HREU S
Jitio 24 IR % A Y S A i MBS B & A B B2 sh, ARETSIREN, AEEME N
X FRTESE R AN, (TRE, AREE B A AL EFRA R T NHIREE,

IRIEIEEA TN, & A F AR E PR AR TR Z A, HEE R —B0A
N, GROPIERBEFAPIRSEZORBUE SRR AE . 28T, BT ERIEH, WFmRELSR
BRI RTRE AT P B MERIRIAR L P 2552, HR T B AN TEIN N, ST PRS0 4%
22 ) R I BRAN AT 9 AR P B T AR IR PR AL IR, 7R SEFRHA T & A 2 RiTR IS it BE 2
55| KIS,

IEMNEPRER RZFKNE, ERERDAEEN 525 HRE, PRE R 80N
N, WR—EXNTESERAT AR AR R, IZE Ry E S AR R AT AR H 57
£ Z{UTERBEER R TN RN — O R BRI S
PRANEAT, AN —EEX e T AR SRR TR IE S 1, SEHA SR
NER, 28

W2 X — AR RV E AL L B, RIS /T, EFRHRERE &
IELR B R EREE, "N TRTERME, AETRKMRIEHERTR I H B LA
IR, 1IERN TR, R —EIRAEMCIX L Z A, HEREH I T R %
EIFRANEAT N, R BAT AN 3T,

T ERNE, 35 W82 AR SE R EIPRANEIT M B E UK EE — E BT, AT
RETFA SR R P A BRI, 28 (Rt (D St A Tt ) 0 2 AT B AP BRAVAA, 7R
TP RISAAINTEE, DARREAER T R e AR S ARt (U RIA R e
AR S HEH], ARSI

24 “Fundamental prerequisite” per ARSIWA Commentaries Art 49, p. 130, § 2. See Gabcikovo-Nagymaros Project (Hungary/Slovakia)
[1997] IC] Rep 7, 55, para 83; Naulilaa (Portugal v Germany) (1928) 2 RIAA 1011, 1027; Cysne (Portugal v Germany) (1930) 2 RIAA 1041,
1057. See also Delerue (n 2) 438.

25 ARSIWA Commentaries Art 49, p. 130, § 3.

26 F. Paddeu (2015) “Countermeasures”, Max Planck Encyclopedia of Public International Law, para. 18, https://opil.ouplaw.com,
display/10.1093/law:epil/9780199231690/1aw-9780199231690-e1020.

27 Estonia (2019) “President of Estonia: International Law Applies Also in Cyberspace”, 29 May
UNODA (United Nations Office for Disarmament Affairs) (2021) “Official Compendium of Voluntary National Contributions on the Sub-
ject of How International Law Applies to the Use of Information and Communications Technologies by States”, A/76/136, August, p. 73.

28 Chinese Delegation to the Open-ended Working Group on ICT Security (2021) “Statement at the Seventh Plenary Meeting on the

Application of International Law”, 16 December, https://documents.unoda.org/wp-content/uploads/2021/12/Statement-of-China_ICT-
OEWG-T7th-plenary-meeting international-law DEC-16-AM_CHN.pdf.
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2.2 RIGHEMHET

HRE R —BONN, RIEHEREREPE—F T EMETER, HEETHIEERRA
AT e ESTEREE T2 55, ARSI SRR, SO0 HAREIRE X FHE S
SUEEZ R IE TR . AR HERR I e i 1 SUEEZ I ANRAT N FF AT X
%5, ZHFEHIN A LA, 22

FLE, RE (ERNERNETNRSHESRRESR) 8 49 558 13, ZFENEE
R AE i LA AE SHE R B A TIZ AR B IS5, EARA L IEAE A TR ANIEI T N ]
EERMECE, B, S —fom il EE < EIRAR TR, HEGETIREERR
BRFFIAEANELT R, THEEERE, *°

2.3 RN 5

R CEZNEFRNETHRISUESRER) 56 49 558 1 3008 2 3K, RIGHEHRS
EENTUERE, MMM =07, MUERFESLHAESLERNET SRR ZH, K&
TEEA RERCEIHEER A IEMERIPER, =2

SR, IXFFATEIRE [AB A 20 95 = E s = A SE =75 2Bt i, Bilan, ik
G e AT RE R R THEERIS 577, IS BAI RN 5B =057, ERLEE
DUR, XARRHZR N ] GEXE DUBE 0, 2 RIEIAE T, SR iAS 25 = ERI M E8 =75 B IR 1%
SRR TS N AFHRRTE RIS TR, BT ERMUA T RHEAAFE; LRI,
ST W28 23 [ JCIA SURFE AT SR Y RO A ORI, T am AR, 5 52 3 [ 1Rk
PERNDR AR, MLAEIEIR O H M 538 B i s Wi i N TEE, B8 RAT BESR BN 2
F BB AE IR 20

IR —BOAD, IRAFHIMLEATEhIRESHE = (BIanfT58 =ER N R 3z E
FiRsses) , ZEESIEGEFRIZE =FLH 7 ERNETARIE S, A RERHREU
i, BN, 558 =EPRREBATHMHE NS, Bt sl ] SRR B TR
JRHAMESEIRA, BT a] BER R EFRATEIT N, 24y, AR AR R SRR e MR
HYRTEE B, 323 EA] PO = ER AU G .

QAT AR, SREBUSCHE e ) ] S X S i S [l B AN T 0 B SR DAY NI [ 5 15 Y

MFENTL WRRIEFEIE 78 =FERIBA], 325 E—JR Nt S 18 52 i — i K]
i3 S 8 =R E PR S TARIETHUE, SHA SEIHRAET N, R ESHER

29 ARSIWA Commentaries Art 49, pp. 130-131, & 7.

30 ARSIWA Commentaries Art 49, p. 130, § 1. In this sense, among other states: New Zealand, The Application of International Law
to State Activity in Cyberspace, 1 December 2020, 3.

31 ARSIWA Commentaries Art 49, p. 130, § 4.
32 ARSIWA Commentaries Art 22, pp. 75-76, § 5, citing Cysne (n 22) at 1055-1056) and Gabcikovo-Nagymaros Project (n 22), p. 55, para. 83.

33 ARSIWA Commentaries Art 49, p. 130, § 5. In this respect, it must be noted that, per Denmark’s national position, this ‘does not
necessarily exclude that actions may in some circumstances be directed against non-State actor as part of countermeasures.” See Gov-
ernment of Denmark, “Denmark’s Position Paper on the Application of International Law in Cyberspace”(4 July 2023).

34 Corfu Channel (United Kingdom v. Albania), Judgment, 9 April 1949, ICJ Reports (1949) 4, at 22.
35 Paddeu, 2015, para. 41.
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ORUE, FFPRBEMEEE, M HARIZAEIL R, RIZEPRATR T sz 28 2 E R AR A
IR B S A F R, RIS Z HPRE S A it

2.4 LR R Hsit

HRER =N, e (EZENERNETHITHEREAESR) 8 50(1) (@)%,
EEAMFIRZE RO RRERE, HiREZRRESEATEE, KR TE AL AR
JEN, X —RERRE] 7 RE SRR AR T2 50R . T2 ERIRASC At L
IR, il TS ERER A E e E R KRR A EERERENES) o *xie
AT EBRANEIT R B AR, S H EARAREDR 5 | Stk o HE T AT T
BIRVERES, RIS R IEIL 28 FBOE M, 7T L g5, KRR G ER ]
fiiz 1, AR5 R R AR SR (EE ST T BOU N B,

G RIGIEH, (HRANES) 8 50 FE T LR GERME RISz A ik
IS5, HAPRREEAR AN NS, FALEREN, REEFREEERfRE AR
NI, AHAPEX e A\ AR K (HFRANES ) e, B BRI 2
FIRZIOER 7o 38 25 2 [A] HH BN — 2545 S P 48 A BRI 512 Bl RES LA G AR 28T
FIRRAE, seal ] REE AR —IUR I AR (i, W2 510 B HA] AIA 2 B EHAEE
BAENF I HENIX—FRUER) | sl E R RRE A AL, +
SR, ML AR S B HEUHT AR LIS Z Bt o E AR A B IR SE. 1F
PEATH, ROV T SR “EERIE AR (right to internet access) ” | {H
INAZED NI B E R LSRR, BT IZNAERE S SMYARZ 2R, FIRE
S i L EAG B — TR AR AL

W5 T odat, RIEERNAR RSN —FERAESEE, HATHEREAR AT
R R RAEOL MARERHISS, SO A F B CEERIRH], 2RI EATN S, &%
ARNAELAE BB, 2 DI AR, (S5, s AR5
AR AT B BN BN AR AR A A AT RE R B TARY,

HRERE—PHEH, (EZMERNETARITHESRESR) 5 50 FKIEHH T H
fh— LA REMEIS S AR M IR A X 55, X4 XSS EAREE IR IR A NI T 55, — R [E PR
IRIEHITEMTE (BRITIR) TRIXSS*, DARONRIP AN B RER, i, RERMISF A

36 ARSIWA Commentaries Art 50, p. 132, § 5. Citing Corfu Channel, (n 32) at 35; and Military and Paramilitary Activities in and against
Nicaragua, p. 127, para. 249. See, e.g., Security Council resolutions 111 (1956) of 19 January 1956, 171 (1962) of 9 April 1962, 188 (1964)
of 9 April 1964, 316 (1972) of 26 June 1972, 332 (1973) of 21 April 1973, 573 (1985) of 4 October 1985 and 1322 (2000) of 7 October 2000.
See also General Assembly resolution 41/38 of 20 November 1986.

37 M. Roscini (2014) Cyber Operations and the Use of Force in International Law, Oxford, Oxford University Press, pp. 105-107;
H. Lahmann (2020) Unilateral Remedies to Cyber Operations: Self-Defence, Countermeasures, Necessity, and the Question of Attribution,
Cambridge, Cambridge University Press, p. 130; Delerue, 2020, pp. 442-443.

38 UNGA (United Nations General Assembly) (1948) “Universal Declaration of Human Rights”, Article 3.

39 E.g.itcould be argued that freedom of online speech could be a new manifestation of the right to liberty and of the right to freedom
of expression.

40 E.g.aright to internet access.

41 E.g.aright to cybersecurity, which could more fully safeguard the right to liberty and security.
42 ARSIWA Commentaries Art 50, p. 132, §§ 6-7.

43 ARSIWA Commentaries Art 50, § 8, p. 132.

44 ARSIWA Commentaries Art 50, pp. 132-133, § 9.

GCSP |1



W4 2 A R Y S 4 it

ARACTIHIE L5595, X —RUEHOR 1 BIMELE SR S A A IR], - E PRyR A B AR ST
TEATIR T DAESF

IHEAh, 32 F EATHE R Z AR 2508 <5 L& FH A S O e P RLE B9 55, DARR AR
MR PO PR BT AL, AR IREIEH, o —ERRIEIAR
H, RAETE R PTRESCRFIZE L, BIANER S AR 57 51 2 H R HTE R R — R MR Lk
KRB A, 47
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FERZFEEIBH], SHEERIBA, DNHARRERIZS, oM@, xR
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JiETE B S B INEIRACHE, 52
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45 ARSIWA Commentaries Art 50, pp. 133-134, §§ 14-15.

46 ARSIWA Commentaries Art 50, p. 133, §§ 12-13.

47 Paddeu, 2015, para. 22. See Article 55 ARSIWA on the point.

48 ARSIWA Commentaries Art 51, p. 135, 8 7.

49 ARSIWA Commentaries Art 51, p. 135, § 6.

50 ARSIWA Commentaries Art 51, p. 135, § 6. See also Paddeu (2015) para 23.
51  Air Service Agreement (n 5), 443 para. 83.

52 ARSIWA Commentaries Art 51, p. 135,8 7.

53 ARSIWA Commentaries Art 22, pp. 75-76, § 5, Cysne (n 22) at 1055-1056) and Gabcikovo-Nagymaros Project (n 22), p. 55, para. 83.
See also ARSIWA Commentaries p. 129, § 5.

54 ARSIWA Commentaries Art 49, p. 130, § 6.

55 “Countermeasures” (International cyber law: interactive toolkit, 20 May 2024) https://cyberlaw.ccdcoe.org/wiki/Countermeasures
accessed 9 June 2024. See e.g. the positions of Canada, Germany, Italy, Japan, Norway, Sweden, Switzerland, the United Kingdom, and
the United States.

56 Air Service Agreement, 1978, p. 443, para. 83
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57 Arts 49(2-3), and 53 ARSIWA.
58 ARSIWA Commentaries Art 49, p. 131, 8 9.
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59 ARSIWA Commentaries Art 52, p. 136, §§ 4-5.

60 C. Tomuschat (1994) “Are Counter-measures Subject to Prior Recourse to Dispute Settlement Procedures?”, European Journal of
International Law, 5, pp. 84-87.
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61 ARSIWA Commentaries Art 52, p. 136, § 5.
62 Paddeu, 2015, para. 27.

63 ARSIWA Commentaries Art 52, p. 136, § 5.
64 ARSIWA Commentaries Art 52, p. 136, § 6.

65 Costa Rica (2023) “Position on the Application of International Law in Cyberspace”, 21 July, pp. 4-5, § 14;Netherlands (2019) “Inter-
national Law in Cyberspace”, 26 September, pp. 7-8;France (2019) “International Law Applied to Operations in Cyberspace”, 9 September,
pp. 7-8;Israel (2020) “Israel’s Perspective on Key Legal and Practical Issues Concerning the Application of International Law to Cyber
Operations”, 8 December;UNODA (United Nations Office for Disarmament Affairs) (2021) “Official Compendium of Voluntary National
Contributions on the Subject of How International Law Applies to the Use of Information and Communications Technologies by States”,
A/76/136, August, p. 73;Sweden (2022) “Position Paper on the Application of International Law in Cyberspace”, July, p. 6;UK (United
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Kingdom) (2018) “Cyber and International Law in the 21st Century”, 23 May;UK (United Kingdom) (2021) “Application of International
Law to States’ Conduct in Cyberspace”, 3 June.

66 ARSIWA Commentaries Art 52, p. 136, § 6.
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67 —UEEYCN, XEABIER] DAL S A, KO RIEHERI A IR AEER T, See, generally, L.A. Sicilianos, “Countermeasures
in Response to Grave Violations of Obligations Owed to the International Community” in J. Crawford and others (eds), The Law of In-
ternational Responsibility (Oxford University Press 2010) 1145-1146; M. Longobardo, “The Contribution of International Humanitarian
Law to the Development of the Law of International Responsibility Regarding Obligations Erga Omnes and Erga Omnes Partes” (2018)
23 Journal of Conflict and Security Law 383, 388.

68 ILC (International Law Commission) (2001) “Commentary to the Articles on State Responsibility”, Yearbook of the International
Law Commission, Vol. 2(II), p. 139, para. 6 to Article 54.

69 M. Jackson and F.I. Paddeu (2024) “The Countermeasures of Others: When Can States Collaborate in the Taking of Countermea-
sures?”, American Journal of International Law, 118, p. 231.

70 Austria (2024) “Position Paper of the Republic of Austria: Cyber Activities and International Law”, p. 9.
71 Canada (2022) “International Law Applicable i in Cyberspace”, para. 37, https [/ WWW. mtematlonal gc.ca/world-monde/issues_de-
1 t ity- ite/cyb: 1 b _droit. .

72 Costa Rica (2023) “Position on the Appllcatlon of Intematlonal Law in Cyberspace”, p. 5.
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